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Lecture 1 Outcomes

• Define resilience and its properties for critical infrastructure assets, networks and systems.

• Define sustainability and its properties for critical infrastructures assets, networks and 

systems.

• Explain the importance of digitalisation and its applicability for enhancing resilience and 

sustainability of critical infrastructure  assets, networks and systems. 
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ACTIVITY 1:  What is Resilience?

• The history of resilience: from economy to engineering 

• Resilience in critical civil infrastructure

• The many faces of resilience. What is your experience?

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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The word resilience first appears in books in 1626.
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The history of resilience: from economy to engineering 
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The word resilience first appears in books in 1626.
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The history of resilience: from economy to engineering 

The action or an act of rebounding or springing back; rebound, recoil.

Elasticity; the power of resuming an original shape or position after compression, bending, etc.

* Occurrences per million words in 

written English 

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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The history of resilience: definitions
Reference Definition

Holling (1973) Ecological systems resilience is a measure of the persistence of systems and of their ability to absorb 

change and disturbance and still maintain the same relationships between populations or state 

variables

Horne and Orr (1998) Resilience is the ability of a system to withstand stresses of environmental loading...[it is] a fundamental 

quality found in individuals, groups, organizations, and systems as a whole

Gunderson et al. 

(2002)

Engineering resilience is the speed of return to the steady state following a perturbation ecological 

resilience is measured by the magnitude of disturbance that can be absorbed before the system is 

restructured

Bruneau et al. (2003) Resilience is defined in terms of three stages: the ability of a system to reduce the probability of an 

adverse event, to absorb the shock if the adverse event occurs, and to quickly re-establish normal 

operating conditions. So resilience thus encompasses the four characteristics of robustness, 

redundancy, resourcefulness, and rapidity. Are considered four types of resilience: technical; 

organizational; economic; and social

Resilience Alliance

(2005)

Ecosystem resilience is the capacity of an ecosystem to tolerate disturbance without collapsing into a 

qualitatively different state that is controlled by a different set of processes. Thus, a resilient ecosystem 

can withstand shocks and rebuild itself when necessary.

United Nations Office 

for Disaster Risk 

Reduction (UNISDR, 

2009)

The ability of a system, community or society exposed to hazards to resist, absorb, accommodate to 

and recover from the effects of a hazard in a timely and efficient manner, including through the 

preservation and restoration of its essential basic structures and functions

National Academy of 

Sciences (NAS, 2012)

The ability of a system to perform four functions with respect to adverse events: (1) planning and 

preparation, (2) absorption, (3) recovery, and (4) adaptation.

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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The history of resilience: from economy to engineering 

Resilience concepts and strategies used extensively in the banking and finance system post-1970 

record of severe recessions and financial crises.

Resilience in economy includes two key components (Hallegatte 2014).

1. the ability of an economy as a whole to cope, recover from and reconstruct after a shock;

2. the resilience of individual households or firms, and their ability to cope with or recover from a 

shock and adapt to changing economic circumstances in the wider economy. In this case, it can 

relate to the distributional effects of a shock (who is affected and how) as well as the vulnerability of 

individuals to the shock and the nature of any welfare provisions that are in place.

Resilience in the economy focuses on minimising overall 
welfare losses. Greater resilience reduces the economic 
losses from shocks over time. 

Alternatively, resilience can be viewed as a means to 
promote welfare gains. This perspective, central to 
development economics, suggests that strengthening 
the economic assets of individuals and communities 
enhances their ability to withstand economic shocks.

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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The attributed of resilience - the 4Rs (Bruneau et al. 2003)

Rapidity
the ability to meet priorities and 

goals in time to prevent losses 

and future disruptions.

Robustness
the ability of systems to 

withstand a certain level of stress 

without suffering loss of function.

Redundancy
the ability to have various paths 

in a system by which forces can 

be transferred to enable 

continued function

Resourcefulness
the ability to identify problems 

and resources when threats may 

disrupt the system.

resilience

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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The dimensions of resilience

The PEOPLES Resilience Framework and associated Geographic Scales (Renschler et al. 2010)
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The domains of resilience
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physical

information

cognitive

social

infrastructures, facilities, equipment, 
sensors, system states, capabilities, 
functional levels, interconnection

creation, manipulation, storage of data, 
literacy, knowledge, access to information, 
resources that promote understanding of 
resilience pathways, solutions to adverse 
events 

understanding, frameworks and mental 
models, preconceptions, biases, and values, 
cope with stressors, baseline health and 
needs

positive social interaction, community 
participation, participatory decision 
making, self-synchronisation between 
individuals and entities

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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Resilience concepts

Qi and Mei (2024)
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Role of resilience in systems, emphasising importance of combating disruptions
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Linkov, I., & Trump, B. D. (2019). The science and practice of resilience. 
Cham: Springer International Publishing.

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
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Resilience in critical civil infrastructure - the four phases

The four components and phases of resilience 

th: time point of hazard occurrence; te: end of hazard occurrence;

tr: start of recovery; tf: recovery of full functionality

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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Reflection:

Think about an occasion of your professional life where you 

incorporated resilience and its many faces of resilience.

What is your experience?

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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ACTIVITY 2:  What is Sustainability?

• A brief history of sustainability 

• Sustainable Development Goals and policies

• Sustainability in critical civil infrastructure

• What is your experience of sustainability?

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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A brief history of sustainability 

Source: thesustainableagency
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Sustainable Development Goals and policies
The 2030 Agenda for Sustainable Development, adopted by all United Nations Member States in 

2015, provides a shared blueprint for peace and prosperity for people and the planet, now and into the 

future.

At its heart are the 17 Sustainable Development Goals (SDGs), which are an urgent call for action by 

all countries - developed and developing - in a global partnership. They recognise that ending poverty 

and other deprivations must go hand-in-hand with strategies that improve health and education, 

reduce inequality, and spur economic growth – all while tackling climate change and working to 

preserve our oceans and forests.

Source: sdgs.un.org  

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
https://sdgs.un.org/2030agenda
sdgs.un.org
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Sustainable Development Goals and policies

Source: sdgs.un.org  

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
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$$ costs $$ Gain/Losses
LCC

Energy, resources
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Life Cycle Analyses 

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
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What:

“Compilation and evaluation of the inputs and outputs and the potential environmental impacts of a product 
system during a product’s lifetime.”

22

Life Cycle Assessment – ISO 14040 - 14044

Purposes

• Development and improvement 

of products

• Strategic planning

• Political decision-making 

processes

• Marketing

•  Other

System Boundaries

Goal & Scope

Life Cycle Inventory

Life Cycle Impact Assessment
Ev

al
u

at
io

n
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Sustainability in critical civil infrastructure
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Common four life-cycle stages and their information 

modules for construction products and construction works

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/


24

A black background with text

Description automatically generated

A logo with dots and text

Description automatically generated with medium confidence

Cradle to grave analyses

Sustainability in critical civil infrastructure

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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Cradle to cradle analyses

Sustainability in critical civil infrastructure

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/


• Recycling → Giving waste a new outlook on life. Recycling restores an object to its original state.

Examples: paper is transformed to pulp, plastics are melted and shaped into new objects (different)

• Reuse→ Repurposing items and products for extended use. 

Example. Shopping Bag reuse. No material processing

• Recovery → repurposing and processing most of the waste that would otherwise be discarded. 

Example: Thermal recovery: timber elements are subjected to combustion.

Thermal energy is recovered from the combustion
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Sustainability and circularity – options for end-of-life of products

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
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Sustainability in critical civil infrastructure – System boundaries 
Example on a building and challenges
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Building System Boundaries

• High complexity
• Different components and materials
• Consideration of operational energy

• Time-Consuming data collection
• Need for data coming from different 

simulation tools
• Assessment of direct impacts (related 

to the each built systems)

Operational impacts

Embodied impacts

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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Sustainability in critical civil infrastructure – System boundaries  
Example on infrastructure and challenges
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• Lower complexity of single 
infrastructure part (e.g. transmission 
tower)

• Communities are dependent from 
infrastructures

• Consideration of indirect impacts 
(social, economic, environmental) → 
increased complexity of data 
collections

Interruption

Indirect impacts

Direct impacts 

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/


• Life Cycle Assessment – Integration in planning process and 
challenges

Sustainnability Certification

• LCA as a final assessment tool

• All relevant decisions already occurred

• Improvement potential low

Early decision making

Future oriented Retrospective

• LCA as a  tool supporting the decision-making

• Improvement potential very high

• Uncertainties level high / very high

• Addressing uncertainties and communicating them 

essential task.

Source: Passer et al. (2023)
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Sustainability Assessment and integration in planning process - challenges
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Reflection:

• Think about an occasion of your life where you considered sustainability. 

• Give an example of a sustainable and non-sustainable infrastructure system.

• Mention sustainable solutions to critical infrastructure development, considering 

e.g. materials, resources, reuse.

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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ACTIVITY 3:  What is digitalisation?

• Emerging technologies and digital data

• Digitalisation in critical infrastructure management

• Your experience in digitalisation

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/


Type of technologies for monitoring & assessment

Remote Sensing provide high-resolution imagery and data about 
infrastructure assets. These technologies are useful for assessing large-
scale projects.

Geographic Information Systems (GIS) combines spatial data with 
attribute information to create digital maps and models of infrastructure 
assets. It enables the visualisation, analysis, and management of 
infrastructure data.

Non-Destructive Testing (NDT) techniques employ digital technologies to 
assess the condition of infrastructure components without causing 
damage. 

Structural Health Monitoring (SHM) systems use sensors and digital 
technologies to continuously monitor the behaviour and health of 
structures. 

Internet of Things (IoT) refers to a system of interconnected devices that 
have sensors and embedded processing abilities. 

Mobile Applications could be designed for infrastructure assessment 
streamline data collection, documentation, and reporting processes. 
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Remote Sensing

Remote sensing is the acquisition of information about an object without making 
physical contact, in contrast to in situ or on-site observation. It allows to capture, 
visualise, and analyse objects.

Remote sensing

Photogrammetry

LiDAR

Thermal 
imagingPassive Optical 

Remote Sensing

GPS

satellite LiDAR photogrammetry total station

33
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• Structural Health Monitoring (SHM) is a systematic process that involves using sensors, data 

acquisition systems, and analysis techniques to continuously monitor the condition and 

performance of infrastructure assets.

• The primary objective of SHM is to detect any changes or anomalies in the structure behaviour and 

health, providing early warnings of potential

    issues and aiding in maintenance and decision-making.

• SHM of infrastructure involves the following tasks:

• Sensor deployment and data acquisition

• Data analysis and interpretation

• Condition assessment and remaining life estimation

• Predictive maintenance

• Long-term performance evaluation
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Structural Health Monitoring (SHM)

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/


Automated inspection framework consists of two main steps: 

1. Utilising optical sensing theologies for remote automated data acquisition; 

2. Data processing and inspection using AI techniques

3. Created digital models to continuously store, manage and analyze collected data
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Digital inspection of structures

35
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Figure 4. The digital twin of the bridge

Figure 6. SAR interferometry

(satellite imagery)

Figure 5. Laser 
scanner

Figure 1. Transport and Energy Assets and interdependencies

Figure 2. Digital Technologies

Figure 3. UAV-mapping 

(drone aerial survey)

Markogiannaki et al. (2022)
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UAVs 

UAVs for enhancing post-disaster resilience of damaged structures

Loli M, Mitoulis SA et al. (2022)
Loli M, Mitoulis SA et al. (2022)
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Digital inspection of structures

38
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“field of study that gives computers the ability to learn without being explicitly programmed” 

(Samuel, 1959)

“a computer program is said to learn from 

experience E with respect to some class of 

tasks T and 

performance measure P

if its performance at tasks in T, as measured by P, improves with 

experience E.” 
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Machine learning

39

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/


Machine learning

There are generally three types of machine learning: 

(1) supervised learning, 

(2) unsupervised learning, and

(3) semi-supervised learning

Labelled data 

Unlabelled data 

Unlabelled data 

Labelled data 
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Methods for digital assessment of structures 

• Artificial Intelligence (AI)

• Computer Vison

• Machine leering

• Robotics

• Building information Modelling (BIM)
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Graphical Data 

Non-Graphical 
Data

Documents

Building Information Modelling: 
“the process of designing, constructing or operating a building or 
infrastructure asset using electronic object-oriented information” 
(BS EN ISO 19650-2: 2018)

“a digital representation of physical and functional characteristics of 
a facility. A BIM is a shared knowledge resource for information 
about a facility forming a reliable basis for decisions during its 
lifecycle; defined as existing from earliest conception to demolition.” 

(NBIMS-US )
41
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BIM collaborative project development
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• CV tasks refer to the specific objectives or goals that 
computer vision techniques aim to achieve in the 
context of infrastructure inspection. These tasks are 
designed to extract meaningful information from 
visual data and enable automated analysis and 
understanding

• CV methods refer to the specific techniques and 
algorithms used to accomplish the computer vision 
tasks. These methods can vary based on the type of 
data available, the complexity of the structures, and 
the specific inspection requirements.

Image 
classification 

Image segmentation

Object detection

Image 
captioning

Image generation

Image enhancement

3D reconstruction

Visual 
tracking

Action recognition

Pose estimation
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Computer vision tasks and methods
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Vision based automatic inspection of bridges

Example of application of 
Computer Vision methods 
for inspection and analysis 
of bridges

• UAV-based image 
acquisition

• Object detection

• Object grouping and 
model recontraction

• Condition detection
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BIM and DTs

• In general DTs consist of:
• Physical layer

• Data transfer, store, management
 and communicating layer

• Modelling layer

• Application layer

• BIM can be:
• subset of DT (model)

• or a way to deliver DT

Physical layer

Data transfer & 
control

Data store & 
management

Communi-
cation layer

Modelling 
layer

Application 
layer
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BIM to Digital twins
• Level 1: A static 3D visualization tool, a better information sharing strategy for 

different stakeholders across the building life cycle;

• Level 2 : BIM-supported simulations based on static project information;

• Level 3: Integration of BIM and IoT techniques, real-time sensor data can be 
easily obtained and visualized in 3D digital models;

• Level 4: Associated with real-time predictions, by incorporating algorithms, 
more accurate and reliable decision-making strategies can be obtained 
automatically or semi-automatically;

• Level 5: Conceptual framework of ideal Digital Twin: automated feedback 
control for adjustment of parameters:

A black background with text

Description automatically generated

A logo with dots and text

Description automatically generated with medium confidence

46

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/


47

A black background with text

Description automatically generated

A logo with dots and text

Description automatically generated with medium confidence

Emerging technologies and digital data

Argyroudis, Mitoulis et al. (2022)

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
https://doi.org/10.1016/j.crm.2021.100387
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Emerging technologies and digital data

Climate resilience of infrastructure enhanced by emerging digital 
technologies versus traditional management using conventional 

approaches.

Digitalisation in critical infrastructure management

48
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Your experience in digitalisation

Reflection:

• Think about an occasion of your life where you considered digital 

technologies. What is your experience?

• In you experience how digital data and digitalisation will help the engineer to 

make decisions more efficiently ?

https://www.birmingham.ac.uk/research/activity/civil-engineering/future-structures
https://msca-recharged.eu/
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The lecture had the following learning outcomes

• Defined resilience and its properties for critical infrastructure assets, networks and 

systems.

• Defined sustainability and its properties for critical infrastructures assets, networks 

and systems.

• Explained the importance of digitalisation and its applicability for enhancing 

resilience and sustainability of critical infrastructure assets, networks and systems.

50
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